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Machine Learning To Detect Fraudulent Transactions - Report 
 
The Problem: Can a machine learning model successfully identify fraudulent transactions? 
And if so, what features/fields/columns provide the most insight as to whether or not fraud has 
occurred? I will analyze a dataset to see which features produce the strongest fraud signals and 
then use those selected, or engineered, features to train and test a model to identify fraud. 
 
The Data: IEEE-CIS Fraud Detection 
https://www.kaggle.com/competitions/ieee-fraud-detection/overview 
 
This dataset is provided by Vesta Corporation, a company that provides e-commerce payment 
solutions. It comes from the IEEE-CIS Fraud Detection competition on Kaggle that took place in 
Fall of 2019. 
 
There are two pairs of training and testing datasets with an example submission dataset that I 
did not use for this assignment. 
 
The two training datasets are: 

●​ train_identity.csv (144233, 41) 
●​ train_transaction.csv (590540, 394) 

The two testing datasets are: 
●​ test_identity.csv 
●​ test_transaction.csv 

 
Both identity datasets contain anonymized information about the card holder and what device 
they performed the transaction on. Most columns are in the form of id-## (01-38) with the two 
named columns being DeviceType and DeviceInfo. 
 
Both transaction datasets contain anonymized information about the transaction itself, such as 
location, information about the card used, type of product bought, transaction amount, date and 
time of transaction, email domains of purchaser and recipient, and over 300 alphanumeric 
columns (C1-14, D1-15, M1-9, and V1-339). 
 
All datasets contain a TransactionID primary key column. 
 
Only the train_transaction dataset contains an isFraud label, the train_identity must joined with it 
using the TransactionID column. 
 
I chose this dataset because I find using data science or machine learning to identify fraud 
fascinating. And given my background in finance, tech, and compliance it was a natural fit. 
 

https://www.kaggle.com/competitions/ieee-fraud-detection/overview


The Cleaning & Analysis: I combined these sections because my analysis informed the 
cleaning, as I cleaned with the intent to identify columns with a large isFraud (or is-not-Fraud) 
signal. The goal of my analysis was to determine which columns were good to keep or transform 
for a final dataset that a model would be trained on. 
Note: roughly 3.5% of transactions are fraudulent in this set, so anything near or over double 
that I considered a strong fraud signal. 
C&A for the transaction dataset: 
 
Trimming the fat: 
First I dropped any columns with a super majority of missing values, such as those below: 

 
In fact, with the exception of the M1-9  columns I dropped all of the alphanumeric columns in the 
transaction dataset. While they may have some value, for this assignment spending that much 
time deciphering which of the over 300 columns have model training value 
 
Distance - dist1 and dist 2: 
Although I kept a transformed version of dist2 as its presence had a large fraud signal: 

 



As you can see above, dist2 being present meant fraud was more than 3 times more likely than 
when it was absent. So I created a new binary column has_dist2:

 
There was a similar situation with dist1: 

 
The result was that two new dist binary columns were created and the original raw dist columns 
were dropped. See the images below to visualize the fraud rate discrepancies: 

 



 
This was a pattern I would see in many more columns and I believe it has to do with the way 
Vesta’s software works. Users committing fraud may be more or less likely to fill out certain 
fields, and based on the users’ behavior they may be prompted or triggered to fill out other 
certain fields. Add in the fact that some fields are automatically populated based on user 
behavior and it starts to paint a larger picture that whether a value is null or not in and of itself is 
capable of creating a strong fraud signal. 
 
M# Columns: 
See below for the kinds of values found in columns M1-9: 

 
Most were T/F/NaN, except for M4: 

 



As we can see M4 not only had different values from the rest but there was clearly a strong 
signal for fraud based on one of those values. 

 
There was also an interesting trend regarding fraud rates with the other M# columns: 

 
As you can see there is nearly a higher fraud signal for all of them when missing a value so I 
decided to create binary values for these 8 columns as well as M4 and the results were 
surprising: 



 
Columns M1-M3_checked had identical NaN counts and fraud percentages, column 
M5_checked had very little fraud signal, column M6_checked had the second highest fraud 
signal after M4_checked, and M7-M9_checked basically had identical NaN counts and fraud 
percentages. So M2,M3,M7, and M9_checked were dropped for redundancy and M5 was 
dropped for having a low signal. Please note that for M4_checked, 0 meant a value of ‘M2’ and 
NaN, ‘M0’, ‘M1’ were all grouped into 1. Also note that all original M# columns were dropped as 
well. See below for a fraud rate visualization of the kept columns. 

 



Addresses - addr1 and addr2: 
Given the pattern that was beginning to emerge I immediately did a binary fraud check for 
addr1 and addr2 and the results did not disappoint: 

 
Not only was there a strong fraud signal for NaN values, but like some of the M# columns, 
addr1 and addr2 had identical NaN counts and fraud percentages, so I dropped addr2 (and 
addr2_present) for redundancy. But before dropping the raw addr1 I want to examine it a bit 
further. See summary statistics below: 

 
I think decided to bin these values loosely off of the quartiles and see if there was any 
meaningful fraud signal difference between them: 

 
Annnnnd there was pretty much nothing. So I ended up dropping addr1 as well and just keeping 
addr1_present. See below for the resulting visualization: 

 



Email domains - P_emaildomain and R_emaildomain: 
Like the past few column sets I started off examining the relationship between NaN values and 
fraud scores:​

 
R_emaildomain seemed like it was worthy of converting into a binary column like many others 
that came before it in my analysis, I believe this is because the value represents the recipients 
email but only certain kinds of transactions require that, perhaps ones more likely to be fraud. I 
wanted to examine P_emaildomain further before giving up on it. First I examined the top ten, 
then the top 8 with the remainder in an ‘Other’ category and NaN as a ‘Missing’ category. 

 
I then examined the fraud rates: 

 
Surprisingly, outlook.com had the highest fraud percentage, maybe this means that corporate or 
Microsoft accounts are more likely to get hacked. I then further grouped the existing groups 
based on fraud percentage: 

 
After landing on these results I dropped P_emaildomain and P_email_grouped kept 
P_email_grouped_v2. 



Card columns - 'card1', 'card2', 'card3', 'card4', 'card5', 'card6': 
See below for example values of these six columns: 

 
card4 and card6 are clearly the vendor and type of card, the other columns are numbers (not 
card numbers) identifying the card in other ways, like country code.  
Here is a breakdown of the unique values: 

 
card4 and card6 seem ripe to keep as categories for the eventual training of the model but I 
wanted to check fraud rates before committing to them: 

 
And they both have strong signals for fraud, so card4 and card6 are kept as is. 
For the remain card columns I created summary statistics to see how they could potentially be 
binned and look for any fraud patterns: 



 
Then produced fraud percentage per bin statistics: 

 

 
card3_bin produced one of the strongest fraud signals we’ve seen yet and card5_bin produced 
a relatively strong fraud signal, so their bins were kept. All remaining card columns, raw or 
created, were dropped except card4 and card6. 
 
Product categories - ProductCD:  
Obviously built for being a category column, I just did a quick fraud rate check to see if the 
column was worth keeping: 

 
And it was. 



Transaction date and time - TransactionDT:  
Here are some example values: 

 
These appear to be seconds, and after doing some research into the dataset it was confirmed 
that these are seconds since the beginning of the timespan of the dataset. Below are some 
summary statistics: 

 
The 86,400 min value (24 hours) means that the first, or earliest, record in the dataset was one 
day after they began collecting data, and the max 15,811,131 says the last record is a little over 
6 months later.  
I decided to bin these values into days of the week and hours of the day to see the fraud rates: 

 



Not much variation for day_of_the_week, but clearly some strong fraud signals for the early 
hours of the morning. See the visualization below: 

 
What is interesting though is that when you plot actual fraud counts the graph gets inverted: 

 
This means that people in general are making more transactions at other times of the day, or 
less during the early morning hours, and it is diluting, or highlighting, the fraudulent activity. 
Either way, keeping hour as a categorical variable has merit.  
 
 
 
 
 



Transaction amount - TransactionAMT: 
The last column in the transaction dataset. Below are some summary statistics: 

 
I created bins just to see if there were any meaningful differences in terms of fraud: 

 
Nothing really stood out. 

 
I expected fraud rates to climb as amount did, but there is a huge spike at transactions below 
$20. After doing some research these are typically ‘test’ transactions fraudsters do to see if a 
card works. Either way, TransactionAMT was kept as is with no binning. 



C&A for the identity dataset: 
 
Trimming the fat: 
Like with the transaction dataset I dropped many columns at first, mostly the ones with a sparse 
amount of non-null values: 

 
These were the columns left after the initial trimming: 

 



These are how many unique values exist for the remaining columns: 

 
I believed there would be a way to group or cut down on the unique values for DeviceInfo to 
make it a better category column. Here are the top ten: 

 
Based off of the patterns I was seeing (Windows, MacOS, iOS, SM - Samsung, rv - Firefox) I 
settled with this grouping: 

 
And you can see this was good for identifying fraud signals: 

 
So I kept DeviceInfo_grouped_adv and dropped DeviceInfo. 



There were a similar results with the raw DeviceType: 

 
Here are the fraud percentages for the remaining id_##: 

 

 
As you can see all of the T/F/NaN columns have reasonably strong fraud signals, and id_01, 
id_02, and id_11 do at their upper bounds. Here are summary statistics for id_01, id_02, and 
id_11: 



 
I decided to bin id_01 and id_11: 

 
The fraud signals were strong enough to keep. The raw id_01 and id_11 were dropped. 
For id_02, binning based on quartiles did yield some interesting fraud signals: 

 
But given the continuous nature of the field I decided to keep as is.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



C&A - Training and testing: 
 
Model selection: 
 
Now that I had my columns cleaned and selected I needed to choose a model. 
 
The model I settled on was LightGBM (Light Gradient Boosting Machine), primarily because it 
handles categorical data and missing values extremely well, and given the amount of category 
data I had and the fact that roughly 80% of the values from the identity dataset columns were 
missing, this was important. 
 
My dataset contained multiple data types, a mix of integers, floats, and categories, and 
LightGBM is particularly good at handling a mixture of data types, so not one-hot encoding or 
inputting missing values was required. 
 
LightGBM also handles imbalanced data quite well, which is beneficial for the ~3.5% overall 
fraud rate. This handling of imbalance probably explains why LightGBM is a popular model for 
fraud datasets overall. 
 
A big part of my analysis was identifying which features would assist in predicting fraud, 
LightGBM is able to provide importance ranking for features post training and testing which we 
will see in the results section: 
 
Results: 
 
The model worked on a five fold approach, meaning the training set was split into 5 pieces at a 
time, where one of the 5 pieces was hidden for testing while the other 4 pieces were used to 
train the model. After the 4 pieces were trained on the 5th piece was used to validate the 
training, this is called cross-validation. Useful for situations like mine where the competition is 
over and you cannot validate the testing dataset.  
 
The model does this 4 for 1 training several rounds (600) within a fold until the results do not 
improve. Below are the results for the 5 folds: 



 
 
The Full OOF CV AUC (Out-of-Fold Cross-Validated Area Under the ROC Curve) score was 
0.85056, meaning that 85% percent of the time when a pair of fraud and not-fraud records were 
evaluated the model correctly assigned a higher fraud probability to the actual fraudulent record. 
 
I am pretty happy with these results, but this was only part of solving ‘The Problem’, the other 
part was identifying, or at this point, validating, what features were most useful. The validation of 
certain features can be determined using importance scores, which are numbers calculated by 
how much the feature reduces the loss function. This loss function reduction is called a ‘gain’ 
and an importance score for a feature is the sum of all of the gains the feature had on the loss 
function. Below are importance scores for the 15 most important features in terms of predicting 
fraud: 



 
 
Many of these are not surprising, transactionamt, productcd, card vendor and type (card4 
and card6), but many of the features I engineered had very high important scores, such as 
hour, r_email_present, p_email_grouped_v2, or deviceinfo_grouped_adv.  
 
Conclusion: 
 
The cleaning and analysis approach was successfully able to train a model to assign a correct 
higher risk probability, and not only select, but engineer features that proved useful in assigning 
fraud risk probability. 
 
I was particularly happy with ‘hour’ having such a high importance score, a feature derived from 
the raw transaction date time data. It, along with pretty much all of the high importance scoring 
features, validated my analysis technique of looking for strong fraud signals when selecting, 
cleaning, or engineering features. 
 
And for the categorical features, yes I was happy with the engineered ones that had high 
importance scores, but it proved the revelation I came upon in my analysis, that NaN or missing 
values themselves can be great sources of data and insight. It kind of reminds me of the old 
adage “the absence of evidence is not the evidence of absence”. This largely had to do with the 
way Vesta’s software works, and how fields are filled in or required or not required, or triggered 
or not triggered, to be populated. Either way, this revelation regarding null values is truly a bullet 
point in the timeline of my data science journey and lesson I will take with me going forward. 
 


